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Introduction
The cyberattack that crippled Atlanta last year was one of
the more noteworthy hacks of a public entity, but the
Georgia state capital certainly hasn’t been the only city
targeted by cyber criminals in recent months – or even the
one with the biggest ransom demand.
The Wall Street Journal reported in June of last year that
even smaller American cities haven’t slipped past the
hungry eyes of hackers, and some of them have received
much higher ransom requests – generally made in bitcoin
and converted to reflect an approximate figure in dollars –
than the $51,000 demanded by Atlanta’s hackers.
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Identifying and Protecting High-Risk Data
• Personally Identifiable Information
•

Includes SS #, state-issued ID #, mother’s
maiden name, driver’s license #, passport #,
credit history, criminal history

• Name & Contact Information
•

Includes initials, address, telephone
number, e-mail address, mobile number,
date of birth

• Personal Characteristics
•

Includes age, gender, marital status,
nationality, sexual orientation, race,
ethnicity, religious beliefs

4

Identifying and Protecting High-Risk Data
(cont’d)
• Financial Data
•

Includes credit, ATM, debit card #s,
bank accounts, payment card
information, PINs, magnetic stripe
data, security codes, access codes,
passwords

• Health & Insurance Account

Information
•

•

Includes health status and history,
disease status, medical treatment,
diagnoses, prescriptions, insurance
account #, Medicare and Medicaid
information
HIPAA compliance
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Identifying and Protecting High-Risk Data
(cont’d)
• Employment Information
• Includes income, salary,
service fees, compensation
information, background
check information
• Intellectual Property

Information
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Recent + Continued Threats to Data
What makes local governments attractive targets
for cyber attacks?





They house private data
Security often isn't a top (or well-funded) priority
Attacks have been successful
Attacks against local governments are public-facing and
attacks can provide a potent outlet, resulting in a variety of
disruptive, public consequences
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Recent + Continued Threats to Data (cont’d)

• Phishing
• A malicious “spam-like” message sent in large batches
to broad audience

• Spear-Phishing
• A form of phishing – messages appear to come from a
familiar or trusted sender and target recipients

• Ransomware
• A type of malicious software designed to block access to a
computer system until a sum of money is paid

• Malware
• Software that is intended to damage or disable computers
and computer systems
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Cyber Attacks
 An attempt to gain illegal access to a computer or

computer system for the purpose of causing damage
or harm
What information?
 Employment records;
 Financial information;
 Confidential, proprietary information.
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What kind of disruption will it cause?
 Cyber incidents can affect your operations in a

variety of ways



Interference with normal, day-to-day business operations
Unauthorized changes in local system processors which
enable individuals to take control of your systems potentially
resulting in damages
●







Could also prevent access to data and systems necessary to
conduct business

Theft of your information
Theft of financial information (e.g. bank account information)
Inability to carry out transactions electronically
Loss of business or violation of contracts
Data breach/damaged reputation
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Recent and Continued Threats to Data
(cont’d)
 “Man-in-the-Middle”
 An attack where the attacker secretly relays and possibly alters the
communication between two parties who believe they are directly
communicating with each other.
●

This can happen in any form of online communication, such as email, social
media, web surfing, etc. Not only are they trying to eavesdrop on your private
conversations, they can also target all the information inside your devices.
 E-mail hijacking
 Wi-Fi eavesdropping
 Session hijacking

 How to prevent these ‘man-in-the-middle’ attacks
 Encryption (at rest and in transit)**
●




Man-in-the-Middle attack can defeat encryption if users are not paying
attention to certificate warnings

Digital certificates/authentication certificates
System and server configurations
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Recent and Continued Threats to Data
(cont’d)
 Wire Fraud Schemes




It’s a typical day at the office. An employee receives a friendly
reminder email from a vendor they’ve known for years about an
invoice coming due. The email is conversational, asks about the
employee’s recent vacation, and then reminds the employee that a
late payment for the invoice could result in a 20 percent surcharge if
not handled immediately.
The employee recognizes their account representative’s name and
email address, sees the vendor’s branding in the email and submits
the invoice for payment, without giving it another thought. But in their
rush to avoid a late fee, they don’t realize the email they just
responded to is actually from jsmith@vendorcompony.com instead
of jsmith@vendorcompany.com—the vendor’s real email account.
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Recent Attacks
 $2 Million Stolen from Town of Farmington,

Connecticut Accounts


A network originating in China had targeted municipal
customers and diverted online payments.
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Recent Attacks (cont’d)
 West Haven, Connecticut
 Ransomware cyber attack disables 23 servers at city hall
 City officials and Connecticut State Police IT experts
determined the best option was to pay a one-time fee of
$2,000 to unlock the servers. The money was paid and data
restoration began shortly after the transaction.
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Recent Attacks (cont’d)
 City of Leeds, Alabama
 Paid ransomware criminals $12,000 in Bitcoin to regain control
of their systems
 City of Leominster, Massachusetts
●

Paid $10,000 following a ransomware attack on the city's school
district
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Tips to Avoid these Schemes and Attacks
 Read e-mails with an eagle eye
 If you receive an e-mail request to transfer data and it is
suspicious or unexpected, call the sender first before you send
the data! (e.g. “Please send me all employees’ W2s for 2017.
Thanks.”)
 Keep informed about phishing techniques
 Think before you click!
 Keep your browser up-to-date
 Be wary of pop-ups
 Don’t believe ‘cold-callers’
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Tips to Avoid these Schemes and Attacks
(cont’d)
Avoiding wire fraud schemes:
 Avoid free web-based email systems to transact business;
 Require multi-factor authentication (e.g., email and telephone call) when
receiving initial payment information;
 Require multi-factor authentication when receiving a request to change
payment information;
 Send a confirmatory letter or email (not using the “reply” feature in email)
concerning any request to change payment information;
 Delay payment in connection with any request to change payment accounts or
a request to make payment to a foreign bank account;
 Review any request received by email to change payment accounts for signs
that the email may be from a third party;
 Provide clear instructions to vendors concerning how payment information
should be communicated.
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What should you do if you are a
victim of one of these attacks?
What are your legal obligations?
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Mitigating a Cyber Attack
 Work with IT staff to stop the authorized access or






disclosure
Identify and document internal and external threats
Contact your general counsel/outside counsel
Identify and prioritize your risk responses
Contact your insurance provider (as necessary)
Determine your notification obligations under
applicable law
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50 State Data Breach Notification Laws

22

Rhode Island Identity Theft Protection Act
R.I.G.L § 11-49.3-1
o If you experience a “breach of the security of the

system” that poses a “significant risk of identity theft”
to a resident of Rhode Island, whose personal
information was or is reasonably believed to have
been acquired by an unauthorized person, you must
notify the affected individual(s)
o

“Breach of the security of the system “is unauthorized access,
or acquisition of unencrypted computerized data information
that compromises the security, confidentiality or integrity of the
personal information
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Rhode Island Identity Theft Protection Act
(cont’d)
• “Personal information “ is an individual’s first name

or first initial and last name in combination with any
one or more of the following:







Social Security number
Driver’s license number or ID card number
Account number or credit or debit card number in combination
with any required security code, access code, password or
PIN
Medical or health insurance information
E-mail address with any required security code, access code,
or password that permits access to an individuals’ personal,
medical, insurance or financial account
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Rhode Island Identity Theft Protection Act
(cont’d)
 Notification must be made no later than 45 calendar

days after confirmation of the breach
 Notification must include: brief description of breach,
including number of affected individuals, type of
information breached, date of breach, date of
discovery of breach, description of remediation
services, and description of individual's ability to file
or obtain a police report or request a security freeze
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Rhode Island Identity Theft Protection Act
(cont’d)

 Penalties for violations
 Up

to $100 per reckless violation
 Up to $200 per willful violation
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Rhode Island Identity Theft Protection Act
(cont’d)
 Data security requirements
 If you store, collect, process, maintain, acquire, use, own or
license personal information about a Rhode Island resident,
you must “implement and maintain a risk-based information
security program” of “reasonable security procedures and
practices” that is “appropriate to the size and scope” of your
organization, “the nature of the information and the purpose
for which the information was collected.”
 Must have a written data retention policy
 Implement Written Information Security Program
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What Basic Security Steps can
You Take?
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Tips for Protecting and Securing Data
 Implement multi-factor authentication
 Be wary of transmitting personal or confidential data

over public Wi-Fi networks
 Use only USBs that are set up with encryption keys
 If you are going to be away from your workstation for
more than a few minutes, Ctrl+Alt+Del to lock your
computer
 Educate employees about
phishing and spearphishing
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Tips for Protecting and Securing Data (cont’d)
 Laptops, USB, portable hard drive, and smartphones

are high risk if they contain high risk data
 Avoid texting patient information unless through a
secure transmission (i.e. TigerText)
 If a mobile device contains PI and the PI is
accessed, used, or disclosed by an unauthorized
individual you may be required to notify under state
breach notification laws
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Tips for Protecting and Securing Data (cont’d)
On your mobile devices…
• Install and enable security software when they are issued
by the manufacturer
• Keep your security software up to date
• Research mobile applications/software BEFORE
downloading (what access are you allowing?)
• Maintain physical control over the device
• Use complex password/passphrase
• Use adequate security to send or receive PHI over public
Wi-Fi networks
• Delete/destroy all stored PHI before discarding or
reusing a mobile device
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Tips for Protecting and Securing Data (cont’d)
When using e-mail…
 Encryption
 Multi-factor authentication
 Verify Selected Recipients
 Use Standard Confidentiality
Disclaimers in Outlook
 “Sensitive” communications should
be given special protections against
disclosure to 3rd parties
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Cyberliability Insurance
 Need to cover information you have in your

possession –most comprehensive general insurance
liability policies DO NOT cover a data breach


Those general policies were not designed for when
information gets into the wrong hands when an employee
leaves a laptop on a subway or a hacker accesses your
database
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Cyberliability Insurance (cont’d)
 Cyberliability insurance in general will cover: liability

for failure to protect personal information held on
computer systems or mobile devices, costs to notify
individuals, investigative costs, public relations, legal
fees, media coverage, mitigation, etc.
 Talk to broker who has experience with cyberliability
policies
 Work with insurer to have existing relationships
approved
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Conclusion

Know where your high risk data
is, educate your employees and
follow your privacy and security
plan to keep it protected!
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