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About us:
We are the RI State Archives, part of the
Division of Archives, Library, and Public
Information within the Office of the
Secretary of State. Among other things,
the Archives does the following:
• The State Archives preserves and
makes available for research Rhode
Island's historical public records from
1638 to the present.
• The Public Records Administration
provides records management
assistance and storage services to state
agencies.
•We also provide advice on records
management to Local Government.

This Presentation Will Cover How We Help With:

1.
2.
3.
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6.
7.

Definitions
Records Retention Schedules
Storage and Environment
Disposition of Records
Email and Electronic Records
Preservation
The Program and You

Let’s get Started! Visit Kahoot.it
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What is a Public Record?
The crucial factor in deciding whether a document is a public
record depends on its function and contents, not the physical
means used to create, send, and keep the document.
(Reference: R.I. Gen. Laws§38-1-1.1)

Questions to ask yourself:
1. Do the contents concern public business?
2. Does it serve a public function?
3. Whose office is it from?

What are the Agency Duties?
“Agencies” bear responsibility for the establishment of records
management programs and for the proper management of their
records. (Reference R.I. Gen. Laws §§38-3-7 and 42-8.1-17 )
This means that as an agency you are responsible for:

1. Creating records that are complete enough to document all
legally mandated activities
2. Maintaining records of policies, decisions, and transactions

What is Records Management?
The systematic control of the creation, maintenance, use, and
disposition of records. As explained at the Federal Level, it is the planning,
controlling, directing, organizing, training, promoting, and other activities
involved in records creation, maintenance and use, and disposition in order to
achieve adequate and proper documentation of the policies and transactions
in the management of agency operations (44 U.S.C. § 2901).
Records management addresses the life cycle of records. The life cycle
usually consists of three stages:
1. Creation or receipt
2. Maintenance and use
3. Disposition

(Reference: National Archives and Records Administration )

Sample Tools of Records Management
• File Plans
• Indexes
• Controlled Vocabularies
• Taxonomies
• Data Dictionaries
• Records Control Schedule - the main tool used to manage the disposition
of record
Question:
What other tools do you use? What have you found most effective for
your agency?

What are the Outcomes of Poor Records Management?
• An inability for the agency to properly perform its core mission
• An inability to resume operations after a disaster
• Legal penalties for failure to find and produce records
• Public distrust due to inability to produce controversial or
requested records
• Costs for remediation of damaged records that have not yet met
retention

The Ten Commandments of Records Management
1.

Identify the functions and activities for which each program is responsible and
determine what records are needed to document those activities and functions.
2. Create sufficient records to document those activities and functions.
3. Maintain those records in a way that allows all persons who need access to find
and retrieve what they need.
4. Remove or destroy records only with authorization; don't retain records authorized for
destruction.
5. Keep official records separate from non-record materials.
6. Make someone responsible for the records program.
7. Transfer records identified as permanent to the National Archives as required.
8. Protect vital records appropriate to their value.
9. Protect records that contain security classified, confidential business, or other types of
sensitive information with appropriate safeguards.
10. Do all of this in a manner that is as cost effective as possible.
From: https://www.doi.gov/ocio/policy-mgmt-support/information-and-records-management/records-management-questions

What is a Retention Schedule?
What is a Retention Schedule?

A document establishing the official
retention, maintenance, and disposal
requirements for a series or type of
record based on administrative, legal,
fiscal, and historical values for the
scheduled records.
(Reference R.I. Gen. Laws §38-3-2)

What are the Types of Records Retention Schedules?
Municipal Departments
Records Retention
Schedules (LG)
• Records Schedules specific to
Local Government
Departments.

Agency Specific Schedules
• Agency-specific schedules
govern the retention and
disposition of records unique
to a particular state agency's
programs and functions.

Current Schedules
General Schedules (GRS)
• Approved schedules can be
• General Records Schedules
accessed online, at
cover the types of records
http://sos.ri.gov/divisions/fre
created or received by all state
quent-filers/recordsand local government
management
agencies.

What are the Elements of a Records Retention Schedule?
Record Series Number and Title
• Number assigned to series
• Title of series
Record Series Description
• Function(s) documented by records in series
• Types of records in series
Record Series Retention Period
• Number of years
• After specific event
• Permanent

What Does a Schedule Look Like?
Sample Series
LG15.2.3 Family Medical Leave Act Files
This law allows employees to take unpaid leave for medical issues
involving immediate family members. The files may include but are not
limited to, applications for leave, written statements concerning the
medical conditions of the family member in question, communications
from doctors and any other associated correspondence.

Retention: Retain three (3) years per 29 CFR 825.500.
Note: These records are subject to the same confidentiality requirements
as other medical records.

How Does a Retention Schedule Get Approved?

Local Government
Records Program
Creates Schedule

Draft Schedules
are sent to
Stakeholders for
Comment

Proposed Schedule
is submitted to
RIAG and RIAOG
for Approval

What is the Best Boxing Method?

Job Applications
(Unsuccessful) 2017

Job Applications
(Unsuccessful) 2016

BOX
Sexual Harassment
Allegation Files
2016

How Can Storage and Environment Go Wrong?

How Do I Designate a Storage Area?
1. Make it secure – locked, fire/water
alarms

2. Keep it dry – not near water or sewer
pipes
3. Maintain a pest-free, contaminant free
environment
4. Prohibit storage of non-record materials

Planning Improvements for Storage of Records
1

2

3

What is the Best Method for Packing Records?
• Do:
– Folder records, label folders and boxes
– Use standard sized records boxes (1.2 cu. ft. can store letter/legal
files)
• Do not:
– Use large bankers boxes (2.4 cu. ft.)
– Use odd boxes – standardization allows for easier storage and
space allocation.
• Rules of thumb:
1. Can you lift it?
2. Pack like with like

What are the Keys to Storing Boxes?
• Do not store records on the floor.
Use pallets as a last resort.
• To avoid crushed boxes and records, do
not overfill or store boxes more than 4 or
5 high.
• Use your vertical space – erect shelving
(18 inches from sprinklers & 3–4 inches
off the floor) to allow for easier retrieval.

What are the Keys to a Good Storage Environment?
• Fluctuations in temperature and humidity
contribute to the decay of records.
• For the storage of permanent records
including paper and leather bound books,
the Library of Congress recommends a
RH of 50% (+/- 3%) and a temperature of
70°F (+/- 2º).
• Monitor rooms and storage spaces that
hold records on a routine basis as well as
before, during, and after weather events.

What Storage Options are Available?
• Local agencies may use the
Master Price Agreement for
offsite records storage.
• Same rates as the State.
• Storage and service details are
outlined in the MPA (available
from the State’s Department of
http://www.purchasing.ri.gov/MPA/MPASearch.aspx
Administration, Division of
Purchasing.)

What does the Law Say about Destruction?
For every record, regardless of
format, there are destruction
and preservation requirements.

• Destruction requires duly
approved records retention
schedule.

R.I. Gen. Laws §38-1-10. Disposal of
records.-- No public official may mutilate,
destroy, sell, loan, or otherwise dispose of
any public record without the consent of
the public records administration program
of the secretary of state.

• Certificates of Records
Destruction, submitted to the
State Archivist for approval
prior to destruction.

R.I. Gen. Laws §38-3-6(j) No public
record shall be destroyed or otherwise
disposed of by any agency without prior
notice to the program.

• Non-business, personal email
– destroy at your discretion

See also: R.I. Gen. Laws §§ 42-8.1-10 and 38-3-6(i)

Certificate of Records Destruction

Available at:
http://sos.ri.gov/divisions/frequentfilers/records-management
Requires counter-signature of
approval from State Archivist or
designee before records are
destroyed.

Clean-up Days

Interested in holding
clean-up days?
Information is
available in the back.

What are the Keys of Disposition?
Regardless of format, you must have the ability to:
1. Dispose of records (including backup tapes or drives GRS7.7g)
2. Place legal holds on records

3. Collect and maintain indexing information
4. Maintain metadata about the records

What is my Legal Responsibility?
• The disposal rule of the Fair and Accurate Credit
Transactions Act of 2003 took effect June 1, 2005.
• 2009 RI Pubic Law Chapter 247 (RIGL §6-52) entitled Safe
Destruction of Documents Containing Personal Information
took effect January 1, 2010.
• Applies to entities that use consumer reports and information
derived from them including businesses, financial institutions
and government agencies.

What are Electronic Records?
• Electronic Mail
• Digitized (scanned records)
• Word processed documents

• Database management systems
• Web-based pages

Image: https://esignrecords.org/wp-content/uploads/2017/12/Policies-Protocols-and-Procedure.jpg

What is Electronic Mail?
If messages or documents concern business of your office, state
law considers them public records.
• Messages

“Public record” in state law:
R.I. Gen. Laws § 38-1-1.1(3), 38-3-2(3)

• Attached documents

“Electronic record” in state law:
R.I. Gen. Laws § 42-127.1-2(7)

• Metadata

Electronic mail “messages” in state law:
R.I. Gen. Laws § 38-2-2(4)

What is a Complete Record?
•

Metadata + Message + Attachment = Record
Message – Metadata = Incomplete record, poor record,
or non-record

Attachment without cover e-mail message = Incomplete
record

Who is Responsible for Keeping Electronic Mail?
Is the email
message a
public
record?

No.

Destroy at your
discretion.

No

Yes
Did you alter or update
the message?
Is the email
message
from inside or
outside the
agency?

You can delete the
message. The sender is
responsible for saving it.

Inside
Outside

Yes

Save it. The
recipient is
responsible
for saving the
message.

Why Manage Email & Electronic Records?
Why?
1. For accuracy
2. For reference
3. For adherence to the law
4. For public access

How?
1. Identify public record
2. Save
3. Organize
4. Store
5. Preserve/Destroy
Agencies need to capture and
save all email documenting
official government business.

What are the Benefits of Email Management?
1. Active email management demonstrates legal, business, and
financial compliance in record keeping.
2. Transitory email can be deleted with a clear conscience.
3. Organizing email folders helps in finding mail when needed.

What benefit has it provided for you and your agency?

How Should I Organize Email?
✓ Use the folder and subfolder features supplied
by the software program

✓ Set Up Filing Rules
(Outlook: Tools – “Rules
and Alerts”)
✓ Use the same file plan for
all media

ONLINE TUTORIALS

Microsoft Outlook
tutorials on Folder
Management available
on YouTube or from
the web.
www.gcflearnfree.org/ou
tlook2010/organizingand-managing-email/1/

Why Should You Care?
Email is:

- Potentially a public record.
- Evidence of public business.

Management is Necessary

Image found at: http://thecontextofthings.com/wp-content/uploads/2016/03/Email-Management-Tips.png

Getting It Together

RECORDS LIFE CYCLE
Preserve
(Archives)

Destroy

How Should I Digitize Records?
✓ Step 1: Draft a policy (review annually)
Considerations: What is your preservation plan? What will be the strategy to maintain the
records in electronic format? How will you convert or migrate the records?
✓ Step 2: Determine the “official” copy of the record
Considerations: R.I. Gen. Laws§42-127.1 – Uniform Electronic Transactions Act.
✓ Step 3: Identify appropriate method of digitization
Scanning is recommended for records with a retention that does not exceed 10 years.
Microfilming is recommended for records with a retention which exceeds 10 years, or as
the permanent replacement for the paper record.
The Key:
You must be able to support and provide access to records for the entire lifecycle.

What is the Best Practice for Preservation?

File Format Conversion:
PDF
PDF-A
JPEG
TIFF Uncompressed, JPEG2000
• Periodically check access to files. Migrate as necessary.

• Run virus and fixity checks.
• Store more than one copy in multiple locations (LOCKSS).

What Do I Need for a Successful Program?
• Elements of an RM program:
– Policy and financial support
from governing or
supervisory authority
(ordinance).
• Resources:
DPlan (ri.dplan.org)

• Develop policies and
procedures for managing
records and information
throughout their lifecycle by
using:
1. File plans
2. Retention schedules
3. COOP and disaster
plans

© Scott Adams

In review…
• Records Management Accountability - Establish accountability for the
identification and safekeeping of all agency public records in order to adequately
document or provide evidence of agency activities.
• Public Records – All Media Know that the content and function, not the medium,
determine whether a document is a public record. Public records may exist in any
format.
• Records Retention Schedules - Understand that identifying and codifying
classes of non-permanent and permanent agency records lies at the heart of
effective information/records management.
• Timely Disposal - Attend to the timely disposal of eligible non-permanent
records.

• Records Preservation - Develop appropriate safeguards, preservation policies,
strategies, and procedures for long-term and permanent records and information.

How can the State Archives & PRA Help You?
1. Educational workshops and training
✓ Agency specific
✓ Topic specific
2. Assist in policy development
3. On-site assistance for Records Clean-up days
4. Offer guidance
5. Provide support and answer questions
6. Review and Sign CRDs for destruction

How can we be more helpful to you?

Questions

View of the mimeograph room in the Palace of Justice at Nuremberg, 1948. The reproduction of documents during the Nuremberg trials, often in four
languages, was a huge logistical challenge.- United State Holocaust Memorial Museum http://www.ushmm.org/

Questions
STATE ARCHIVIST
Ashley Selima – aselima@sos.ri.gov
LOCAL GOVERNMENT RECORDS ANALYST
Tracey Croce tcroce@sos.ri.gov
Rhode Island State Archives
337 Westminster St.
Providence, RI 02903
Phone: 401-222-2353
Fax: 401-222-3199
Web Site: http://www.sos.ri.gov/divisions/frequent-filers/records-management

